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= Personal Computers were revolutionary!
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Personal Computers were revolutionary! g
But the real revolution was when we inter-connected

them! !
W 3

=>
Internet t ;\ < R
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But the real revolution was when we inter-connected
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Embedded devices are revolutionary! :
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Personal Computers were revolutionary! P
But the real revolution was when we inter-connected

them!

' ¥
=> |[nternet f w i
s @

Embedded devices are revolutionary! :

But the real revolution will be when we will inter-
connect them! L oY

=> |[nternet of Things
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c)

Personal Computers were revolutionary! g"
But the real revolution was when we inter-connected
them!

=> |Internet s Sy &
P
o i

Embedded devices are revolutionary!
But the real revolution will be when we will inter-

connect them! LeE¥Q,

=> |[nternet of Things or Internet of Everything, Web of
Things, Cyber-Physical Systems, Industrial Internet,
Industry 4.0, Web 3.0, M2M, etc.



From vertical embedded systems...

Traditional embedded systems: dedicated to specific
tasks in a given application domain.
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From vertical embedded systems...
...to horizontal Internet of Things ???

Traditional embedded systems: dedicated to specific
tasks in a given application domain.

Internet of things: communicating and collaborating
embedded systems that are massively deployed, that
can perform universal tasks across domains

Lleti
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Many application domains

. -
h’ Smart Cities
Smart ' l _
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Many application domains
LB .

M’ Smart Cities
Smart l

Smart Retall
r—«—l ~—-

Manufacturing i

Smart Transpor

Ifnllmmmnl"l lf)l

Internet of Things Value Add by 2020

Many opportunities $1.9 Trillion

. Manufacturing . Government
. Healthcare Providers Transportation

. Insurance . Utilites

Real Estate &
. Banking & Securives . Business Services

- Retall & Wholesale [:I Agriculture
. Computing Services . Other

Source Gartner
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Today: Domain-centric, vertical solutions

SmartHome SmartHealth SmartTransport SmartCity SmartShopping
” e )
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Tomorrow: horizontal smart solutions ???
- N
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HW/SW platforms
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Physical
world
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Many challenges
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Many challenges

Heterogeneity/Interoperability: How to handle the numerous

/ types of devices, protocols, standards?
__ //

=
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Many actors, platforms, ecosystems...
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Standard-based vs. Innovation-oriented

Standardise then innovate vs. innovate then
standardise

Top-down vs bottom-up

Slow penetration to large markets vs fast
penetration to niche markets

Large scale (city, energy, etc.) vs small scale
(health, well-being, home) deployments

Horizontal from the verticals vs verticals from the
horizontal

Large groups vs SMEs and startups

= “By 2017, 50 Percent of Internet of Things Solutions Will Originate
in Startups That Are Less Than Three Years Old”, Gartner

leti Horizontal platforms to globally sense-process-act; is it that simple?
| Levent Glirgen
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Many challenges

Heterogeneity/Interoperability: How to handle the numerous

types of devices, protocols, standards?

Scalability: How to handle the big number of connections/big
/ data coming from millions of devices?
—

o
N

—
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Distributed processing (fog comuting, edge
computing, in-network aggregation, etc.)

Stream data processing @

Stream data processing @

Stream data processing @

7 @ , R
< < [ ] B & Stream data processing
Yoy * o

Communication costs more than computing, exploit computing capabilities as much as possible

= Horizontal platforms to globally sense-process-act; is it that simple?
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Many challenges

Heterogeneity/Interoperability: How to handle the numerous

types of devices, protocols, standards?

Scalability: How to handle the big number of connections/big
/ data coming from millions of devices?
—

/\_O Dynamicity: plug&play, self-configuration, self-management,
\\\ self-mathcmaking

—
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Plug&play, self-management with no (or
minimum) human%ervention

auto-discovery
self-optimisation
auto-scaling
continuous-deployment

auto-discovery
self-configuration
self-matchmaking

,f/ QQ ------ g ! ? auto-description
- L | . @ @ self-optimisation
S F P

self-healing
energy-harvesting

= Horizontal platforms to globally sense-process-act; is it that simple?
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Many challenges

2

o
N

—

Heterogeneity/Interoperability: How to handle the numerous
types of devices, protocols, standards?

Scalability: How to handle the big number of connections/big
data coming from millions of devices?

Dynamicity: plug&play, self-configuration, self-management, self-
mathcmaking

Dependability: rapid prototyping yet reliable dependable
applications

Lleti
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Be careful! You are dealing with the physical world

develop %
eploy = =l
_— H—I
monitor — |
— v
Dependability
Correctness
Safety
R - \\ .x. " Rea'l-.tlm.e
Yy ® . ﬂ.- Verification
Y S Reliability
Security
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Many challenges

2

o
N

—

Heterogeneity/Interoperability: How to handle the numerous
types of devices, protocols, standards?

Scalability: How to handle the big number of connections/big
data coming from millions of devices?

Dynamicity: plug&play, self-configuration, self-management, self-
mathcmaking

Dependability; rapid prototyping yet reliable dependable
applications

And privacy...

Lleti
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Privacy was/is/will be a concern

Electronic parts as small as
the head of a pin have been
made. A camera could go
through the hollow of a
hollow needle.

Soon ‘Big Brother’ may be
able to sit in front of his TV
and see or hear all ...

NY, 1963

© Joel Meyerowitz

- Horizontal platforms to globally sense-process-act; is it that simple?
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sensiNact - service-oriented approach for loT
application development and deployment

= Horizontal platforms to globally sense-process-act; is it that simple?
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Service oriented approach

A paradigm for organizing and utilizing distributed capabilities that may
be under the control of different ownership domains (OASIS)

Service
Broker

Service
Contract

Service
Provider

Service
Consumer

Interact

Sensing as a Service: Temperature service, Air pollution detection service,
Presence detection service, Location service, etc.

Acting as a Service: Door service, Light service, Shutter service, Alarm
service, Display service, SMS service, Heater Service, etc.

Lleti | 34



SOA in loT

SOA = SOAP

Service (definition from The Open Group)

= js alogical representation of a repeatable business activity that has a specified
outcome (sensing/acting on the real world )

= js self-contained (temperature service gives just the temperature of a given
place at a given time)

= may be composed of other services (temperature service in a broader region
can be composed of several temperature services)

= jsa “black box” to consumers of the service (I just want to know the
temperature, | don’t care if it is Zigbee or CoAP)

SOA abstracts business processes from underlying technology

Services are designed without knowing who their consumers
are and can be implemented with various technologies

Monolithic vertical systems could be decomposed as reusable
and sharable services to be extended and offered across
organizational boundaries.

Lleti | 35



Heterogenous loT devices

Virtual Skin

Lleti



Heterogenous loT devices

A 0 0 0 0 A A R

sensiNact Gateway

2944°0 47429822

-  Horizontal platforms to globally sense-process-act; is it that simple?
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Various application domains

A 0 0 0 0 A A R

sensiNact Gateway

i) @ €
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=
Q,!BUTLER horizontal platform

SMARTLIFE

-

3

Q APIs, Data as a Service, user portal, service management portal

fd

(T

oo environmental user future user :
=) user context . user location
(8 ) context behaviour preferences

(T

Z . . . o .

N ‘ Device as a Service; device/service discovery, generic APIs for resource access
c

)

n
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APIs, Data as a Service, user portal, service management portal

toxt environmental user future user user location
user contex :
context behaviour preferences

Smart server

Device as a Service; device/service discovery, generic APIs for resource access
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SMARTLIFE

=
»ee BUTLER horizontal platform
"

APIs, Data as a Service, user portal, service management portal

toxt environmental user future user user location
user contex :
context behaviour preferences

Device as a Service; device/service discovery, generic APIs for resource access

.g—"

0000060
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sensiNact gateway (aka smart gateway)

[WebServices] ‘ JSON RPC \ ‘HTTP REST\ ‘ MQTT \ ‘ ETSI M2M \ ‘ X Bridge \

T A y 'y y Y A

[ Device Access API ]

Northbound
bridges

1 v " Service/Resource
Repository

Device Access Implementation

| r
| } IR : }

A 4
-g Zolertia Waspmote Arduino TST ZigPos amsung SmartT enOcean BLE
g o Bridge Bridge Bridge Bridge Bridge Bridge Bridge Bridge Brldge
0 [o7]
.8
5 5 ! IR } !
(@)
n
CoAP XBee Smart TV X
[ Protocol Stack ] [ Protocol Stack ] [PFOtOCO| Stack] [enOcean Stack.] [BLE Stack] [ Stack ]
8 & = G Q w see
Lleti
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Validation via trials

— Smart Shopping & Parking in Santander
— Smart Healthcare in Bilbao

— Smart Office in Nice, Lucern, Milano

— Smart Transport in Dresden

— Smart City in Santander

Atecane fevice which
resporre i askorulc

B detactan spsten, Naed
e Commnnication sed
localgaton capatities
Dt can e used bt in
recctard saxest

Y 1
BUTLER
SmartObject
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s BUTLER

- " SMARTLIFE

ERICSSON

— uBiquitous, secUre inTernet- ~
=== TELECOM q , O

of-things with Location and ¥
& contExt-awaReness

Santander

TECHNOLOGIES

\ \ , JACOBS
UNIVERSITY

EU FP7 call: FP7-ICT-2011-7

.
Integrated Project ‘.'- CWC
October 2011 = October 2014 N
C &
PS.QI\AAME L3 b2 FBCONSULTING
o s e 1234 man-months |
KATHOLIEKE UNIVERSITEIT
i Home|Lab . | LEUVEN
& omrSsT Wb G
‘DE SANTANDER, ZIGROS
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Open Platforms Portal: open-platforms.eu
Launched on June 2014

Un:d IOT OPEN PLATFORMS Home  Categories Search  About Contact Q

AcCcCess

loT Open Platforms

Direct access to state of the art, open software libaries, web services, {
tools, protocols and references to build Internet of Things applications.

loT Solutions directory

Browse all our libraries and technical documentations

= Horizontal platforms to globally sense-process-act; is it that simple?
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More info on the BUTLER platform can be found there...

.’.?'.' lOT OPEN PLATFORMS Home Categories Search About Contact Q

Smart Gateway

General information Description Service level Examples :
Relations

BUTLER Smart Gateway Re-usa relationship
BUTLER Integrated System

Architecturs

In the core of the BUTLER platform is the BUTLER gateway that provides a unifying platform that
bridges the communication between the physical and virtual worlds. It provides an abstraction BUTLER Smart Office Trial
layer in order to access to IoT devices from various manufacturers using different protocols.
Abstraction is based on a service oriented approach that allows better management of the

dynamicity of the environments, easier and faster application development and other additional Tags
features such as service discovery, lookup, run-time binding and management. The following
section describes the architecture of the gateway. > Adapters f > API

> Architecture Model
)bjects, OSGi, Prot s, Resources, s smart smart iect > Bridges
© Latest update: July 9, 2014

© Tags: Adapters, API, Ar

Network Monitoring,

© Developed by: CEA-LETI
° Contact name: Levent Gurgen, Christophe Munilla
= Horizontal platforms to globally sense-process-act; is it that simple?
leti | 46
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Open Platforms Requirements

Using other’s production to build my own upon?
=] need to ...

%)

e Information e Community e Training material e Accessible IPR
repository : API, backing e Support e Engineering
implementation, e Proven quality/ o Community Resources/ tools

e Communication security / events e Use cases
plan interoperability

e Label ecosystem

= Horizontal platforms to globally sense-process-act; is it that simple?
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Open Platforms Portal Features

B Search for use cases & open-platforms to build
your offer

“Give me all the Libraries, with a TRL of 7 or more, that are
maintained, already used in Smart Transport deployments, with
proven interoperability with my gateway and that work with my

[ S

B Document your own open-platforms & use
cases to increase your visibility

= Horizontal platforms to globally sense-process-act; is it that simple?
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N ClouT: Cloud of Things for empowering the citizen clout in smart cities
ceul

AT A GLANCE

Project coordinator :
Clout-EU: Levent Giirgen, CEA-LETI,
France

ClouT-JP: Yoshio Saito, NTT East,
Japan

Partners:

ClouT-EU

Engineering, Italy

Universidad de Cantabria, Spain
ST Microelectronics SRL, Italy
Ayuntamiento de Santander, Spain
Comune di Genova, Italy

ClouT-JP

NTT East

NTT R&D

Keio University

Panasonic System Solution

ST Microslectronics

National Institute of Informatics ‘ Z!. scsessss © wrTEAST
University of Santander City Q _E;.ﬁ — [
- Cantabn G ty ac ‘.
Duration: 36 months ’ e —— (]

Keto Unevarsity

N|lwsim

Natona! Insstte
of Informancs

Panasonic
(© NTTRED

Total cost: €2,32M for ClouT-EU
€1 ,5M for ClouT-JP, funded by NICT

Programme: FP7-ICT-2013- EU-
Japan

Further information:

http://clout-project.eu

Dr Levent Giirgen

CEA-LETI -
Levent.gurgen@cea.fr atforms to globally sense-process-act; is it that simple?
+33 438789757 |

| Levent Girgen



Cloud model for loT Services

888834 ,

8888

end-users, innovators, startups,
service providers, SMEs,

2 R
@ CSaaS

S City application

3 software as a Service

5 J
» N

Virtualisation

CPaaS
City Platform as a
Service

L TR I

ClaaS
City Infrastructure
as a Service

s<

o/




sensiNact Studio

“on

sensiNact Cloud

r*rr?YPO?O????TY
sensiNact

00O O0Q0N000060

83?% & W &E iy =S

Horizontal platforms to globally sense-process-act; is it that simple?
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Main achievements at mid-term of the project

First reference architecture and its

10 use cases from 3 application domains

3

implementation

Applications domains
_»>"‘_-T;>“~~_

Urban Context Aware Safety, Emergency and Health

Participatory Sensing

Cloud Platform

Cloud Infrastructure

Development of field trials in 4 pilot cities

FUJISAWA
SANTANDER Appikcation: interactive Cey Infrastructure
r\ Objectives: § Create and evaluale sustanable sersing method tegraton of ptrpmesl
Application: Participatory Ciioen mobie app F eleciie sersing and human-based sensng method, M) Detect social events Mal ocour naide
e cty ) Cooparation method of oty nfrast~ucture and cly sensng data

2 oty services, damage cty : ', - Lo i M ﬁ
fumiture, trafie incisent) - ;“
1) Events addressed by Muricipalty (status of the °"' — ey | ~q P - g‘m
incidence 10 be solved) . g 2/~
") 0 " s ©a ..j § ’
scechic topic (0G. Yafic) of & deteerined A o ®
gecgraphical area (nearty the wser) ‘“\ - - s
MITAKA 4" GENOVA 2 i -
Application: Heaithy walking, community and shopping support m‘;:”" Diverse deta and far emargency an3

Objectives
afic, i & Slandardited way Thus Alowing hsione dals Srotessing, Mmanagement and asalyss

" S

1 Storage of Sata from webcam, weather station, video system, S00d alet and urban

Continuous interaction with
stakeholders (meetings, surveys)




Field trials in 4 pilot cities

¢¢¢¢

= Participatory sensing

= Sensing loop citizens

Participatory citizen

Santander Fujisawa
= Urban context-aware r ,\»\T
» Multi-modal transportation CLOU
’ Genova\— Mitaka

Event perception support
Interactive city infrastructures
Sharing loT devices in the Cloud
Augmented mobility

= Safety, emergency and health management

= Risk warning and management
= Caring of elderly people
= Health and active walking support

WP i gy

Lleti



Cloud enhanced Participatory sensing in
Santander

1. Reported events 3. Event information

OE W ? | [<Back  NewEvent send | | € Back Events £ Evenis  Incidence status

Clubéie G Red flag L‘ BEAGHES Ayto. de Santander

Apr 29, 2014 04:22:54 pm ‘ Dirtiness

[] May03. 2014 04:26:54 pm Q [7] 22abr2014,20:19:28 a3 EI.;F”lsn‘
e 13 ciudad

INCIDENCIA

(=] 16may 2014, 7:35:50
Add a comment...

. Show incidence...

Add an image... El antigua chiringuito Rema esta w ESTADO AGTUAL: FINALIZADA

' abandonado, sucio y en mal
estado. Urge exigir su
acondicionamiento

* Fecha de creacion

22/04/2014 08:24

» Actuaciones

Mo . O__ ABIERTA: 22/04/2014 08:30

* g, | Observaciones: La maquina de
recarga de tarjetas del TUS de la
parada de Agustinos esta
inoperativa y en un estado

J lamentable, Que se cambie o se

gl e aleesia
L

2. New event 4. Incidence status

ouT: Cloud of Things for empowering the citizen clout in smart cities 06/11/14 54
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Santander Traffic Mobility Management

Monitoring

Sy

route {59

Estimation

@ ClouT™ uoua O, ”5/ngs ?or empowering ”;e c:ﬁzen C’OU! g smari CI!;ES 06/1 1/14

55



Genova environmental data in the Cloud

LLeu Powered by ClouT

O secx Waeather Sensors
P az - Cumare ~ . - Cnn
[ % © Monthly Average Rainfall
\A nmwduo‘-mw Source: ClouT Repository
%0
t Hydrometers System e
3 The ydrometers network of Gl Pactecson © 200
ws
Video Message System © =
L}

15 e ManaQuTHN Sysiens Of Th vradio Messa)ng Danets

Ra
§

Webcam System A e

Toussm Webcan Sysem © Wi pra W Pegh 1 Genova Cemtro I Murl

Weather Sensors R
Woathr Seracrs Gt @xpOn & Sered Of detaled iorrations

= '
y == — bkl
7»'3

. W@mm o
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Interactive city Fujisawa Regular Mode

Public Private
City Database City Related Sensor Info. Semser it
+ Map Company Database ¢ Camera Public API SAS Blastlnic Interactive Street-Santander
e Local SNS ¢ Coupon ..
e Tourism ¢ NPO HP e Camera *Restrant Info. . Twitter « Time Sal *Illumination Sensor
Citizen Participation ¢ Event Info. Database e Saies * Train Info.
Input Data from Sensor or Database
Data Format . Daytime| |CautionMode : NTT @
cLeuUl  Conversion SO peivery X x M e A
= o ghtimg] ” [Reguiartiode T ————

ﬁ«—‘ v | > >
v \ 4

\ 4 I
N
Restaurant /

Station Provide appropriate kK
lighting for food and drink

. E= SN
Enost_nma Day will sink in an hour.
Station

Next Departure
Ofuna 15:15 <

Fujisawa 15:20

Project the description of
real time inffo. on the wall

Project the production on
the table

\ 4

R Tourist Info. Center

Street Q- ’!’O!Q

[RegularMode] C]E{~;-Pj _ L

Project the description of
- Shop/Tourism Info. l real time info. on the wall

i

i

Day will sink in an hour.

—Info. From Citizens
L et iain/Station Info.

Horizontal platforms to globally ser 7
-
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Interactive city Fujisawa Emergency Mode

Public Private
City Database City Related Sensor Info. Semser it
+ Map Company Database ¢ Camera Public API SAS Blastlnic Interactive Street-Santander
e Local SNS ¢ Coupon ..
e Tourism ¢ NPO HP e Camera *Restrant Info. . Twitter « Time Sal *Illumination Sensor
+ Citizen Participation ¢ Event Info. Database e Saies * Train Info.
Input Data from Sensor or Database
Data Format . Daytime| |CautionMode : NTT @
cLeuUl  Conversion SO peivery X x M e A
= s ghtimg] ” [Reguiartiode T ————

| |- . |-,
v < \ 4 > > >
\ 4 e \Z y

: . , - Restaurant
Station Provide appropriate ?
ighting for food and drink

Project the description of

Disaster prevention Emergency] info. on the
Weather information

wall

Enoshima
Station

Out of Service

Hill

Project the production on
the table

c—\K v
Street Q- !D !j;l — Tourist Info.Center

Disaster prevention

[EmergencyMOde] CE" P" Project the .description of Evacuation Site
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Discover Smile in Fujisawa
Smily Coupon ©

loT Sensor Data
(weather, etc.)

Smile ©

Nice Smile |

Early Prototype
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Care giving with
participatory sensing and city data

Going out support for active seniors
» Motivate them to go walking and participate community events for

preventing elderly people’s isolation, vitalizing stores and promoting
health.
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Check out our video explaining the ClouT concept!

Applications domains

Participatory Sensing Urban Context Aware Safety, Emergency and Health
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= Horizontal platforms to globally sense-process-act; is it that simple?
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New H2020 project - FESTIVAL: FEderated interoperable
SmarT ICT services deVelopment And testing pLatforms

Experimentation

Federation

layer

layer

FESTIVAL Testbeds
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Come and see us at
the BUTLER booth...

and visit
— .
ssea BUTLER http://www.iot-butler.eu/
A

SMARTLIFE

- http://clout-project.eu/ CLé\\U
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